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1. Introduction

Udai Pratap College recognizes the crucialrole of Information Technology (IT) in
enhancing the learning environment, administrative efficiency, and overall effectiveness of
the institution. This IT Policy outlines the guidelines and principles governing the use,
management, and evolution of IT resources within the college.

2. IT Facilities

2.1. Wi-Fi Facilities: The college provides campus-wide Wi-Fi connectivity to facilitate
seamless access to online resources.

2.1.1. Current Status: The college provides comprehensive Wi-Fi coverage across
all academic and administrative buildings. Wi-Fi is accessible to students,
faculty, and staff, facilitating seamless connectivity.

2.1.2. Updation History: Completely upgraded on December 2021 to provide faster
and more reliable internet access. New access point in Chemistry Department
was added in January 2022, in Agriculture faculty in August 2022 to cover
additional areas for improved connectivity. Multiple access points were added in
Central Library to make Library fully Wi-Fi in January 2022.

| 2.2. Computer Labs: TheCollege maintains state-of-the-art computer labs equipped
with the latest hardware and software to support academic and research
activities.Well-equipped computer labs are available for students and
faculty.Computers are regularly updated with the latest software and security
patches.

2.3. E-learning Platforms:The college utilizes modern e-learning platforms to
supplement traditional teaching methods.Regular updates are conducted to enhance
the functionality and user experience of e-learning tools.

3. Internet Bandwidth: Udai Pratap College is committed to ensuring sufficient internet
bandwidth for academic and research purposes.

3.1. Available Bandwidth: The College provides 3x300 Mbpsof internet bandwidth

| for its users.Bandwidth allocation is periodically reviewed to meet the growing
| demands of the college community.

3.2. Bandwidth Management: The IT section of the college employs bandwidth

management tools to ensure fair and efficient use of available resources. Priority is
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given to academic and research-related activities to facilitate uninterrupted learning
experiences.

4. Security and Compliance
4.1. Information Security: The college prioritizes IT security to safeguard data,
systems, and network infrastructure by implementation of firewalls, intrusion
detection/prevention systems, and regular security audits, and secure network access
controls to ensure only authorized users and devices connect to the network.Regular
security audits and vulnerability assessments are conducted to identify and mitigate

potential risks.
4.2. Data Privacy: Udai Pratap College adheres to data privacy regulations and policies
to protect the confidentiality of user information. Implementation of access controls

and encryption measures to protect sensitive information.Students, faculty, and staff

are educated on responsible and secure use of IT resources.

5. IT Support and Training:The college provides 1T support services to address technical
issues promptly.Ongoing training programs are conducted to enhance IT literacy among
faculty, staff, and students.

6. Acceptable Use Policy:Users are expected to adhere to the college's Acceptable Use
Policy, promoting responsible and ethical use of IT resources. Violations of the policy
may result in disciplinary actions.

7. Future Roadmap:The college is committed to continuous improvement of IT
facilities.Regular assessments will be conducted to identify areas for enhancement and
technological upgrades.

8. Review and Updates:This IT Policy will undergo periodic review to ensure its

alignment with evolving technologies and institutional needs.Feedback from

stakeholders will be considered in the policy revision process.

This IT Policy aims to provide a framework for the effective and responsible use of IT
resources at Udai Pratap College, fostering a technologically advanced and secure

environment for all stakeholders.
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